
Bill C-51 - Minister of Justice 
An Act to amend the Criminal Code, the Competition Act and the Mutual Legal 
Assistance in Criminal Matters Act which can be referred to as the Investigative 
Powers for the 21st Century Act 
Introduced November 1, 2010. 
Bill Narrative / Descriptor: 
The bill proposes to amend the Criminal Code to ensure that law enforcement 
officials have the authority and ability to fight crime in the current computer and 
telecommunications environment by updating certain existing offences as well as 
by creating new investigative powers. This includes specific provisions to obtain 
the routing data related to a telecommunication or to a service provider involved 
in the transmission of such a telecommunication, the possibility for police to 
preserve data, and it enhances the privacy protections with respect to the 
tracking of the location of a person, as opposed to when a vehicle or thing is 
tracked. The legislation would clarify that no information shall be disclosed to the 
police without a judicial authorization. 

The proposed legislative amendments would also create the legislative 
framework necessary for Canada to ratify the Council of Europe's Convention on 
Cybercrime and its Additional Protocol Concerning the Criminalization of Acts of 
a Racist and Xe'nophobic Nature Committed through Computer Systems. 

Additional Details 

The proposed amendments would allow police to obtain "transmission data." 
Transmission data relates to the underlying means of telecommunication used by 
a suspect to communicate by telephone or Intemet. It can provide information 
on the type, date, time, origin, destination or termination of a communication, but 
would not include the content of a private communication. 

As is currently the case in the Criminal Code, a judicial order would be required 
before police could obtain transmission data. Two different types of orders would 
permit this - a warrant (when the suspect's data is intercepted in real-time) or a 
production order (to obtain stored transmission data from the service providers 
involved). Judicial authorizations for this type of data may only be obtained when 
there are "reasonable grounds to suspect" that the data will assist in the 
investigation of a crime. 
To permit law enforcement officers to trace a communication back to the 
suspect's original service provider. The proposed legislation would allow police 
to obtain a limited amount of "transmission data" for the purposes of identifying 
all of the service providers involved in the transmission of emails or other 
communications. This would help trace cybercrime domestically, as well as 
enhance international cooperation. 
The amendments would create a preservation order that would require a I 
~~~~~~~~~~~~~~~~~~~~~~~~~~~~~----~~ 
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telecommunication service provider to safeguard and not delete its data related 
to a specific communication or a subscriber when police believe the data will 
assist in an investigation. A preservation order is a "quick-freeze" temporary 
order, and would only be in effect for as long as it takes law enforcement to 
return with a search warrant or production order to obtain the data. 

(This is not data retention. The amendments would not require custodians of 
data to collect and store data for a prescribed period of time for all subscribers, 
regardless of whether or not they are subject to an investigation. A preservation 
order would be restricted to the data that would assist in a specific investigation.) 
In light of new technologies, amendments would improve the existing tracking 
warrant's privacy protections with respect to the tracking of the location of 
people, while continuing to allow for the tracking of objects, including vehicles. 
The warrant would allow police to remotely activate existing tracking devices that 
are found in certain types of technologies (cell phones and telematics devices in 
some cars, e.g. a GPS). Real-time tracking data could be obtained under this 
warrant, while historical tracking data could be obtained via a production order. 
The amendments would update section 342.2 of the Criminal Code in two ways: 
making it illegal to possess a "device" for the purposes of committing the offence 
of mischief and indicating that computer programs - such as viruses - are now to 
be considered as "devices." Currently only the actual or attempted mischief 
created by the spread of a computer virus is punishable. 
The proposed amendments to the Mutual Legal Assistance in Criminal 
Matters Act would widen the scope of assistance that Canada could provide to 
its treaty partners in fighting serious crimes, including computer and computer
related crime, at an international level. 

Amendments to the Competition Act would allow the Competition Bureau to 
better address significant technology-related challenges that affect its ability to 
obtain evidence, especially for the violations of deceptive marketing practices 
and false or misleading representation provisions. 
The proposed legislative amendments would also create the legislative 
framework necessary for Canada to ratify the Council of Europe's Convention on ' 
Cybercrime and the Additional Protocol to the Convention on Cybercrime, 
Concerning the Criminalisation of Acts of a Racist and Xenophobic Nature 
Committed through Computer Systems. 

These multilateral treaties, which were signed by Canada in November 2001 and 
July 2005 respectively, are the only instruments that provide for broad-based 
international cooperation for the investigation and prosecution of computer
related crimes. Increasing and strengthening the tools available will assist in 
obtaining evidence to advance criminal investigations and prosecutions. This 
reflects the recognition that effective and evolving international assistance 
mechanisms are vital in combating the ever-growing threat of international 
criminality. 

Page 2 of 6 



rE~x-(p~ll-a-na-t~io-n--of~a-n-ly-O~m~i-ss~i-o-ns~to-t~h-e~Q~u-e-s~t~io-n-s~B~e~l-ow--:-------------------: 

What are the incremental cost estimates broken down by Capital, 
Operations & Maintenance and Other categories? 
The overall total cost of the initiative is $65.6M for five years and $12AM ongoing. 

• Justice (Operating Expenditures) total costs: $11.3M for 2011-
2012 to 2015-2016 and $2.2M ongoing. 

• ODPP (Program Expenditures) total costs: $20.7M for 2011-2012 to 
2015-2016 and $4M ongoing. 

• DFAIT (Operating Expenditures) total costs: $3.3M for 2011-2012 to 
2015-2016 and $0.7M ongoing. 

• RCMP (Operating Expenditures) total costs: $30AM for 2011-2012 to 
2015-2016 and $5.6M ongoing. 

Proposed clarification of information in regard to Bill C-51 at page 3 (chart below) 
and page 3 of the attached RCMP annex. It should be noted that the information 
provided with respect to the costs of Bill C-51 in the document tabled in 
Parliament on February 17 titled "Projected Cost Estimates in Response to the 
Hon. Scott Brison's Motion of December 7, 2010" is different from the information 
described herein due to the February information being based on a particular 
option that was not the latest. The figures contained herein now reflect the 
amendments contained in C-51. 
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What is the baseline departmental funding requirement excluding the 
impacts of the bills and Acts, broken down by Capital, Operations and 
Maintenance and Other cate ories? 
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Not applicable, within the context referred to in the overview document. 

What are the total departmental Annual Reference Level (ARL), including all 
quasi-statutory and non-quasi-statutory items, including Capital, 
Operations and Maintenance and Other categories, including the 
incremental cost estimates? 
Not applicable, reference is to be made to the overview document. 

What are the detailed cost accounting, analysis and projections, including 
assumptions, for each of the bills and Acts, conducted in accordance with 
the Treasury Board Guide to Costing? 
Investigative Powers for the 21 st Century and Ratification of the Council of 
Europe's Convention on Cybercrime and its Additional Protocol. 

Background 

Since 2000, through the lawful access initiative, the Government of Canada 
has been reviewing its lawful access laws, including the Criminal Code, to 
bring them up to date with issues arising from new technologies. Lawful 
access consists of the lawful interception of communications and the search 
and seizure of information used by law enforcement and national security 
agencies to conduct investigations and to gather intelligence. 

There are two distinct components that have emerged as a result of the lawful 
access initiative: 

• Public Safety Canada and Industry Canada have primary 
responsibility for developing new legislation that would compel 
communication service providers to procure and maintain intercept 
capable equipment and provide for access to subscriber 
information; 

• Justice Canada has primary responsibility for Criminal Code 
amendments as well as related amendments to other statutes. 

The Investigative Powers for the 21 st Century ( IP21 C) initiative pertains to the 
second component of the lawful access initiative. The proposals contained in 
the IP21 C initiative specifically address the ability to investigate and 
prosecute cyber-crime and, more broadly, to collect evidence associated with 
new technologies. 

21 st Century's Computer and Telecommunications Environment 

Emerging and evolving communications technologies clearly benefit 
Canadian society, however their use for illicit purposes creates significant 
public safety challenges. In order to improve the safety of Canadians, 
including children, in the 21 sI century's computer and telecommunications 
environment, new investigative powers are required. 
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Many of today's crimes involve criminals using mobile cell phones or 
computers to send messages through the Internet using "new 
telecommunications capabilities. Unlike forensic evidence localized at a 
murder scene, digital evidence is scattered across dozens of devices at 
locations sometimes in different jurisdictions. Moreover, electronic data can 
exist along an entire spectrum of permanence, from being very volatile and 
transient to being stored on long term storage media. Consequently, 
specialized investigative powers should be designed to obtain digital evidence 
not only for high-tech computer crimes, but also to deal with everyday 
offences, when a criminal sends an email or uses their cell phone. 

The Legislation 

The legislation includes proposed amendments to the Criminal Code, the 
Mutual Legal Assistance in Criminal Matters Act and the Competition Act. 
The proposed amendments would provide police with more precise and less 
cumbersome investigative tools. 

In addition to updating certain existing offences that are facilitated by the 
Internet, including child sexual exploitation, the reforms will create new 
production and preservation orders to address today's computer and 
telecommunications environment. 

All of the new legislative provisions are necessary in order to meet domestic 
needs. However, they would also allow Canada to ratify the Convention and 
its Additional Protocol, which are the only existing instruments at the 
international level to combat computer-related crime. Ratification of this 
Convention and its Additional Protocol would also Canada to cooperate with 
other Signatory countries in the investigation of cybercrime and help access 
evidence that, due to the nature of Internet technology, can actually be found 
on a different continent. 

Overview of Investment 

The legislative provisions will have funding implications for Justice Canada, 
the ODPP, the RCMP, and DFAIT. New resources will be required to support 
the implementation of the legislative provisions and the ratification of the 
Convention and its Additional Protocol. Specifically, new resources will be 
required for: 

• Criminal Code and Mutual Legal Assistance in Criminal Matters Act 
Amendments 

o· Legal and Policy Advice and Litigation 

Training 

o Technical Assistance or Investigation 

Mutual Legal Assistance and Extradition 
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• Ratification of the Convention and its Additional Protocol 

o Implementation of the Convention and its Additional Protocol 

International Assistance 

• Mutual Legal Assistance and Extradition 

• Evaluation and Annual Reporting 

Listing of Supporting Information / Documentation to Question 4: 

See attached annexes 

AnnexA RCMP 
Annex B ODPP 
Annex C Justice 
Annex D DFAIT 
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